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1. Transmission Control Protocol (TCP)

TCP is a connection-oriented protocol which ensures that before data is sent a connection
between the server and client is made. To establish this connection a process called the ‘Three-
way handshake’ is used. The process involves sending TCP headers in packets between the
client and server. [1 pg. 282-294] [2]

Figure 1 shows a TCP header. Each header has a sequence number and an acknowledgement
number. The sequence number identifies each byte of data being sent as well as the order. The
acknowledgement number confirms the data it has received and what it expects from the next
transfer of data. In the header, there are flags which are located in the red boxes below. These
represent the following:
SYN = Synchronise — Sent to establish the TCP connection.
ACK = Acknowledgment — Sent to acknowledge the successful receipt of packages.
FIN = Finalise — Sent to end the TCP connection.
[1 pg. 282-294] [2]
TCP header also contains:

e Source port — To specify the sender

o Destination port — The port number used to send to the desired destination.

e Window — Used to specify the number of data octets.

e Checksum

e Urgent pointer

e Options

[1 pg. 282-294] [2]
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Figure 1 — TCP Header — [3]

Three-way handshake

Figure 2 shows the three-way handshake. This process establishes the connection between the
client and server. First, the client sends a TCP header with the SYN flag set as well as a random
initial sequence number. This is to establish a synchronised process of data exchange with the
server. The server then acknowledges the client’s sequence number by sending back an ACK
flag and expects the next packet it receives to be n+1 of the last packet (501), this is the
acknowledgement number. The server also sends the client an SYN flag with a random
sequence number from which it will count. The client sends back an ACK telling the server it
got the SYN and expects the next acknowledgement number to be 751. After this initial
synchronisation, the client and server have established the TCP connection. [1 pg. 282-294]

(2]



Chent

—( SYNSeq=500

" ACK Ack=501

(" SYN Seq=750

—_— ACK Ack =751

Connection made

Figure 2 — Three-way handshake

Data transfer

Figure 3 shows the process after the three-way handshake called data transfer. The client sends
the server a packet with the next sequence number it is expecting as well as some data in this
request scenario. The server responds with an ACK and sends data to the client’s request. The
client then acknowledges this response and the server sends more data. This process repeats
until either the server or client chooses to disconnect. [1 pg. 282-294] [2]
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Figure 3 — Data transfer



Closing

The final process of TCP is the closing sequence as shown in figure 4. In this scenario, the
server initialises the closing by sending a packet with the FIN flag set. The client sends back
an ACK to acknowledge the receipt of the packet. The client then sends back a FIN to the
server to close the process. Finally, the server acknowledges the client’s FIN response. [1 pg.
282-294] [2]

X Closing

Clert

| @ FIN Seq = 1261, Ack = 517 ;

————— ACK Seq = 517, Ack = 1252

( FIN Seq = 517, Ack = 1252 sy

e——— ACK Seq = 1262, Ack = 518
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TCP guaranteed delivery & Applications

TCP guarantees delivery due to the way it assigns a sequence number to each byte it transfers
and an acknowledgement for receipt of the bytes. This is shown in figure 5 below. Even if a
byte is lost in the data transfer the acknowledgement number will tell the client/server it
requires that particular byte on the next exchange ensuring all the data is received.
‘Adthionally, the sequence numbers allow for correctly ordering the data if received out of
sync.

TCP allows for flow control by using the ‘window’. The window is an acceptable range of
data determined by the receiver which is returned with each ACK to control the volume of
data.

TCP transmission is reliable because of its use of sequencing, acknowledgements, flow
control and the three-way handshake making it perfect for applications that require a
guarantee of delivery such as messaging applications, online banking and web browsing.
However, it falls down in applications that need fast delivery of data where reliability is not as
important such as broadcasting, online gaming and streaming. It fails in these scenarios due to
ensuring every byte is sent and received which takes much longer compared to the user
datagram protocol (UDP). [1 pg. 282-294] [2] [4]

TCP is also used by protocols in the application layer including:

File Transfer Protocol — Used for transfer of data files between systems.
Hypertext transfer protocol — Used for transfer of web pages across systems.
Interactive mail access protocol — Used for email applications.

Post office protocol — Used for reading and removing emails on a server.

Secure shell (SSH)- Allows remote access to computers.[4]
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Figure 5 — TCP Error Recovery



2. Maximum Transmission Unit & Fragmentation

The maximum transmission unit determines the largest packet size that can be transmitted

over a network link. Maximum transmission unit is measured in bytes and its size is typically
determined by the type of network links and devices using a technique called path maximum
transmission unit discovery or by determining the minimum size in the link manually.[5] For

Ethernet, the maximum transmission unit is commonly 1500 bytes. Figure 6 shows the

maximum transmission unit.
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Because the maximum transmission unit is concerned with packets which is the protocol data
unit for the network layer of the OSI model it is important to see the effects of the protocol

unit sizes in the other layers. Peer to peer communications in networking involves the

processes of encapsulation and decapsulation of data to allow each layer of the system to

understand the data in the correct format. Figure 7
shows this process against the OSI model as well as

the protocol data unit for each layer in the table. [6]
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As seen in figure 7 above the protocol
data unit changes during transfer between
two machines. The maximum
transmission unit is concerned with
packets at the network layer. Before the
network layer is the transfer layer which
deals in segments. Figure 8 shows the
maximum segment size and the maximum
transmission unit inside a data layer
frame. The maximum segment size is the biggest TCP segment that can be sent over a
network. It is determined during the three-way handshake and is an individual value for both
client and server. The maximum segment size is usually the maximum transmission unit
minus the headers as shown below. However, the maximum transmission unit value it uses is
for the interfaces of TCP connection meaning it might not consider the overall maximum
transmission unit path value. This can lead to the transmitter sending too large of maximum
segment size, thus exceeding the maximum transmission unit causing a process called IP
fragmentation. [9]
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1P fragmentation

Larger IP packets are more efficient than smaller lones s the number of packets transmitted
is less. However, if a packet is larger than the specified maximum transmission unit the
packet becomes separated into smaller fragments. This is known as IP fragmentation. IP
fragmentation can lead to inefficiency as the machine receiving the fragmented packets needs
to reassemble them and any loss of a fragment results in the retransmission of the original
packet. Figure 7 shows IP fragmentation. [10]
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Synchronous & Asynchronous

Client-server applications communication is based on requests and responses and it can either
be synchronous or asynchronous. In asynchronous communication, a client will send a
request to the server and then will perform another task while listening for the response back.
In synchronous communication, the client will send a request to the server and will wait for
the response without performing its next task.[12] As you can see from the request-response
pattern the primary task of the server is to handle input and output (1/O) operations. POSIX
defines synchronous and asynchronous 1/O as:

e Synchronous I/0 operations cause the requesting process to be blocked until that 1/0
operation completes.
e Asynchronous I/O operations do not cause the requesting process to blocked. [13]

Blocking 1/0

Blocking 1/0 model is the default for all sockets. In the blocking model, the system is stuck
until the operation is complete. This model isn’t ideal for handling multiple connections at
the same time due to this behaviour. However, multi-threading can be used to segregate
resources between client connections to enable multiple users.

Non-blocking 1/0

Non-blocking 1/0 model means an 1/O request is queued straight away and the function is
returned. The request then gets processed at a later point by the kernel. This functionality gives
it an advantage over the blocking model as it will not block the process.

Asynchronous non-blocking I/0

Asynchronous non-blocking model returns from 1/O calls straight away. After finishing it
emits an event or executes a callback. This model does not block giving it an advantage over
the blocking model. This model provides good performance according to Erb. [14]



Event Emittors

Multi-Threaded vs Event-driven

Multi-threaded server architectures use a thread per client connection to enable the multiple
connections without creating a deadlock. Multi-threaded servers use the blocking 1/0
operations and spawn a thread for each connection to prevent delays. Event-driven server
architectures use an alternative to blocking I/0 and thread per client connection used in the
multi-threaded architecture. A single thread is used to handle multiple client connections. That
single thread then manages all events emitting from 1/O operations caused by connections.
Below shows the event loop used in this event-driven architecture. The loop removes the
events from the queue, processes the event and then moves on to the next one. The architecture
does not use sequential operations it uses cascading asynchronous calls which can make fault
finding and debugging difficult due to the structure. [14]
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Interoperability

Interoperability is defined by the ISO/IEC 2382-01 as the “capability to communicate,
execute programs, or transfer data among various functional units in a manner that requires
the user to have little or no knowledge of the unique characteristics of those units ”. [15]
Interoperability is the ability of computer systems to communicate with each other. To
achieve interoperability systems need to be able to exchange, interpret and present data in a
format that they agree upon.

To agree upon a medium of communication typically standard network protocols are used. A
protocol is a set of rules for communication between two systems. Protocols that are used in
the TCP/IP suite are commonly used for communication as they are open protocol standards
available for anyone to develop network applications upon. The use of protocols found in the
TCP/IP suite allows for interoperable communication between network applications as the
data being sent is in an agreed-upon format defined by a protocol such as HTTP and FTP.

[16]



\Interoperability \is also achieved between different machines and operating systems through
the TCP/IP suite through byte ordering. Some machines and operating systems use an order of
bytes called ‘little-endian” and some use ‘big-endian’, this is due to differences in
architecture. TCP/IP uses a network byte order which is a big-endian representation. This
means little-endian systems need to perform conversion to big-endian. Below shows the
difference between these byte orders| [17]
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